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Introduction

This guide provides instructions to install and uninstall Travelport Smartpoint v8.1.

The Quick Installation Guide specifically supports desktop installation of Travelport Smartpoint for
travel agents. For more detailed installation instructions, including network installations, please refer
to the Technical Installation Guide for Travelport Smartpoint.

What’'s New

Between Travelport Smartpoint v8.0 and Travelport Smartpoint v8.1:
= The following updates apply to the Travelport Smartpoint v8.1 installation;
— Changes to Travelport Smartpoint updates from automated alerts. If Travelport

Smartpoint detects that the current user is not signed on to the computer with
administrative rights:

= An alert to contact your administrator is displayed.
= Travelport Smartpoint is not automatically downloaded.
For more information, see Installing Updates from an Automated Alert on page 10.
— The Hotel Retail plug-in was added to the Travelport Smartpoint installation.

If enabled, Hotel Retail provides an enhanced user experience for searching hotels by
showing all relevant hotel information in one place with improved map based searching
capability. See Appendix C: Travelport-Reviewed Plug-Ins on page 43.

For more information, see Appendix C: Travelport-Reviewed Plug-Ins on page 43.

= New features and functionality were also added to the Travelport Smartpoint product for the
8.1 release. See the Product Advisory for Travelport Smartpoint v8.1 for details.

PCI DSS Compliance

You must upgrade to Travelport Smartpoint v7.5 or later to maintain PCI DSS
compliance. See Travelport’s Supporting you towards PCI DSS compliance web site
for compliance deadlines and more information.

This release installation includes updates that are required to maintain Payment Card Industry Data
Security Standard (PCIl DSS) compliance. This set of security standards is designed to ensure that all
companies that accept, process, store, and/or transmit card information maintain a secure
environment. The payment industry’s focus on PCI DSS is continually evolving to become more
stringent in the application of the rules.

Currently, Travelport is PCI DSS compliant. However, to comply with new guidelines for 2018,
Travelport must make some changes to their applications and communication protocols.

To support the PCI DSS-compliant updates, installations for Travelport Smartpoint v7.5 and later:
= Require Microsoft® .NET Framework 4.6.2 or later. NET Framework 4.6.2 is included as an
optional part of the Travelport Smartpoint installation.

= May require an update your Windows operating system. If necessary, your operating
system must be updated BEFORE you install .NET Framework 4.6.2.

= If your agency uses an SSL connection, an update to (Secured Socket Layer) SSL 3.0 and
Transport Layer Security (TLS) 1.2 is required. In Travelport Smartpoint v7.5.2, Galileo SSL
Client v3.0.0 was added to the installation to support these updates.

= May require your agency to test custom plug-ins or other Travelport Smartpoint
companion software that has not undergone software review by Travelport.

See Before You Begin on page 4 for instructions and more information about these
requirements.

If you need more detailed technical information about PCI DSS Compliance, see the Technical
Installation Guide for Travelport Smartpoint.

Quick Installation Guide Page 1
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Technical Requirements

Please confirm the following software, hardware, and system requirements before installing Travelport
Smartpoint v8.1.

The following minimum and recommended requirements apply to desktop installation of Travelport
Smartpoint. Recommended specifications vary based on the environment in which Travelport
Smartpoint is deployed. As a general guideline:

= Low specifications assume that Travelport Smartpoint is running alone.
= Medium specifications assume that Travelport Smartpoint is running with other typical office
products.

= High specifications assume that Travelport Smartpoint is running with numerous other
software products.

See Appendix A: Checking Your System Versions on page 33 for more information about confirming
your current and updated system versions.

Operating System The Microsoft® Windows operating system must support Microsoft
.NET Framework 4.6.2 or later:

= Windows 7 Service Pack 1
= Windows Server 2008 R2
= Windows 8.0 or Windows 8.1

Windows 8.1 is recommended. A free update from Windows 8.0
to Windows 8.1 is available.

= Windows 10

These Windows 10 updates are recommended:

— Windows 10 Anniversary (includes .NET Framework 4.6.2)
— Windows 10 Creators (includes .NET Framework 4.7)
— Windows 10 Fall Creators (includes .NET Framework 4.7.1)

Note: Windows 10 Student (10 S) is NOT compatible with
Travelport Smartpoint.

= Windows 2012 or Windows 2012 R2

Important!

Other versions of Microsoft Windows, including Windows XP and
Windows Vista, are NOT compatible with Microsoft .NET Framework
4.6.2 or later. The Travelport Smartpoint v8.1 installation will stop if
the version of Windows is not support.

See the “Software and Hardware Guidelines” section for Client
Installations in the Travelport Smartpoint v8.1: Technical Installation
Guide for more detailed information about compatibility for specific
operating systems and updates.

See Appendix A: Checking Your System Versions on page 33 for
instructions to confirm your systems.

Software Framework Microsoft® .NET Framework 4.6.2 or later. (NET Framework 4.6.2 is
included in the Travelport Smartpoint installation.)
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Processor Performance is based on RAM and CPU speed.

= Travelport Smartpoint has been tested successfully to work
well with an I5, 17, or Xeon class or equivalent dual/quad core
processor.

=  Minimum available capacity varies by environment:
= Low:2GHz
= Medium: Dual Core
= High: Quad Core or greater

=  Travelport Smartpoint supports GPU Acceleration.

Minimum recommended memory varies by environment. Travelport
Smartpoint has been tested successfully on PCs with:

= Low: 3 GB RAM
= Medium: 4 GB RAM
= High: 8 GB RAM or greater

Recommended Disk 16 GB available hard disk space (32-bit) or 20 GB (64-bit)
Space

Minimum Screen 1024 x 768
Resolution

REININERELREIETN[[dM Supports DirectX 9
Processor
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Before You Begin

Before you install Travelport Smartpoint v8.1, please confirm that your computer is running the following requirements.

Tip! The Travelport Smartpoint installation includes an Am | Ready? Checker to confirm PCI DSS Compliance after all components are installed. You can
also install a standalone version of the checker to confirm system for compliance before beginning the Travelport Smartpoint installation. See Appendix
A: Checking Your System Versions on page 33 to confirm your current system versions using either the Am | Ready? Checker or manual methods.

Status Reguirement Details More

Information

O Supported operating system. See Technical Requirements on page 2 for a list of operating systems that are Page 2
compatible with Travelport Smartpoint v8.1 and .NET Framework 4.6.2.

If necessary, your operating system must be updated BEFORE you install .NET
Framework 4.6.2.

O Microsoft® .NET Framework 4.6.2 or .NET Framework 4.6.2 is included as an optional part of the Travelport Smartpoint Page 20
later. installation.

.NET Framework 4.6.2 is available from Microsoft at https://www.microsoft.com/en-
us/download/details.aspx?id=53344 if you choose to install separately.

O Galileo SSL Client v3.0, which In the Travelport Smartpoint v8.1 installation, Galileo SSL Client 3.0 is automatically Page 26
supports Secured Socket Layer (SSL) installed after the main Travelport Smartpoint installation, if applicable.

3.0 and Transport Layer Security = The Galileo SSL Client is updated only if an earlier version of the Galileo SSL

(TLS) 1.2. e ,
Client is detected in your system.
(Required only for customers that use
an SSL connection. The Galileo SSL = If no version of the Galileo SSL Client is detected in your system, Galileo SSL
Client is not required if your Client is not installed.
connection is a customer-managed . . . .
VPN.) g Note: The update to Galileo SSL Client v3.0 is not required to run Travelport
Smartpoint v7.5. However, this update is also required for PCI DSS
compliance.
O Galileo Desktop 2.60.3 or later. The correct version of Galileo Desktop 2.60.3 must already be installed on your Page 6

system.

Quick Installation Guide Page 4


https://www.microsoft.com/en-us/download/details.aspx?id=53344
https://www.microsoft.com/en-us/download/details.aspx?id=53344

Travelport Smartpoint 8.1 Travelport

Requirement Details More
Information
O Testing for third-party plug-ins or Your agency must test any third-party plug-ins or other Travelport Smartpoint
other Travelport Smartpoint companion software that are not reviewed by Travelport to ensure that they are

companion software for compatibility.  compatible with the .NET Framework update.

Travelport has already tested plug-ins and other software that is created by Travelport
or offered by reviewed third parties through Travelport Marketplace.

O Testing for third-party plug-ins with Your implementation of Travelport Smartpoint may hide Galileo Desktop. If you planto  Page 6
standalone Travelport Smartpoint or use Travelport Smartpoint with Galileo Desktop hidden, you will need to test your third-
Galileo Desktop hidden, if applicable.  party applications to ensure that they remain compatible when Galileo Desktop is not
displayed.

O Manually remove the old If you are updating from Travelport Smartpoint 7.1 or earlier, you must manually Page 7
ConfigurationServiceClient plug-in. (If  remove the old ConfigurationServiceClient plug-in.
upgrading from Travelport Smartpoint
7.1 or earlier.)

O Enabling .NET Framework 3.5 and Applies to installations on Microsoft Windows 10 only. For the Am | Ready? Checkerto Page 33
Earlier on Windows 10 confirm PCI DSS compliance, you must ensure that .NET Framework 3.5 and earlier is
enabled.
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Confirming Your Galileo Desktop Version
Before you install Travelport Smartpoint v8.1, please confirm that;

= Galileo Desktop 2.5 or later is installed and working on your PC; Galileo Desktop 2.60.3 is
recommended. Travelport Smartpoint must be installed in conjunction with Galileo Desktop.

Travelport Smartpoint checks to ensure that Galileo Desktop 2.5 or later, and will not install
on earlier versions of Galileo Desktop.

=  Galileo Desktop is closed.

A If Galileo Desktop is running on your PC, please close it before installing or updating
Travelport Smartpoint.

Testing Third-Party Software for Standalone Travelport Smartpoint or
Hide Galileo Desktop

Travelport Smartpoint can be implemented to hide Galileo Desktop and display only Travelport
Smartpoint. There are two ways to hide Galileo Desktop:

= Activating standalone Travelport Smartpoint

As of Travelport Smartpoint 7.2, standalone Travelport Smartpoint activation is available to
automatically hide Galileo Desktop.

Standalone Travelport Smartpoint must be enabled with the proper configuration settings in
Travelport Marketplace. A terminal command is also required after installation to activate
standalone Travelport Smartpoint. Please confirm with your agency’s Smartpoint
administrator if your implementation of Travelport Smartpoint will be activated for standalone
Smartpoint.

For more information about configuring your agency for standalone Smartpoint, please
contact your account executive.

= Enabling Hide Galileo Desktop

If Travelport Smartpoint is installed to display Galileo Desktop, you have the option to hide or
display Galileo Desktop using the Hide Galileo Desktop feature in the Application Settings.

For both of these options, it is strongly recommended that you test any third-party applications with
Galileo Desktop hidden before beginning to install Travelport Smartpoint. Please work with your
agency Smartpoint administrator to confirm that any customized plug-ins or other customized software
will continue to be compatible to Travelport Smartpoint.

To test customized and third-party applications:
1. Using your current version of Travelport Smartpoint, hide Galileo Desktop.
a. From the Application menu, select Application Settings.
b. Inthe General Settings section, select Hide Galileo Desktop check box.
c. Click SAVE.

2. Confirm that all scripts and third-party applications, including custom plug-ins, continue to
work in Travelport Smartpoint.

3. If a third-party application does not work, your agency should contact the third party and work
with them to make the software compatible with Travelport Smartpoint.

Note: If you have previously installed standalone Smartpoint as an add-on feature, you do not need
to re-confirm compatibility for third-party software for this release.

See AN15596 in ASK Travelport (ask.travelport.com) for more information about standalone
Smartpoint.

Quick Installation Guide Page 6
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Upgrading Standalone Smartpoint from Travelport Smartpoint 7.1 or
Earlier

Standalone Smartpoint was added as part of the main Smartpoint installation in Travelport Smartpoint
7.2. However, you may be using Travelport Smartpoint 7.1 or earlier with the configuration plug-in for
standalone Smartpoint installed separately.

If you upgrade from Travelport Smartpoint 7.1 or earlier directly to Travelport Smartpoint v8.1, your
system will continue to use the old plug-in even after you upgrade to version v8.1.

To ensure that the current version of the standalone configuration plug-in is used, you must either:

= (Recommended) Upgrade from Travelport Smartpoint 7.1 or earlier to Travelport Smartpoint
7.2 or 7.3 before installing Travelport Smartpoint 7.4.

= Manually remove the old ConfigurationServiceClient plug-in from Travelport Smartpoint 7.1
or earlier.

Enabling .NET Framework 3.5 and Earlier on Windows 10
Note: This prerequisite applies only to Travelport Smartpoint installations on Microsoft Windows 10.

For the Am | Ready? Checker to confirm PCI DSS compliance on Windows 10, you must ensure that
.NET Framework 3.5 and earlier is enabled. See Appendix A: Checking Your System Versions on
page 33 for more information about the Am | Ready? Checker.

To enable .NET Framework 3.5 and earlier in Windows 10:

1. From the Windows Start menu, open the Control Panel.

P E PowerPoint 2016

Pl Publisher 2016

(4

. Snipping Tool
B scivene

Q Settings
Devices and
Calculator Printers Control Panel

os S € 2 % o ©

2. Inthe Control Panel, double-click Programs and Features.
3. Double-click Turn Windows Features On or Off.
4. Confirm that .NET Framework 3.5 (includes .NET 2.0 and 3.0) is selected.

a Windows Features - O X

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is tumed on.

NET Framework 3.5 (includes .NET 2.0 and 3.0) -~

NET Framework 4.7 Advanced Services

Active Directory Lightweight Directory Services
Containers

Data Center Bridging

Device Lockdown

Hyper-V

Internet Explorer 11

Internet Information Services

Internet Information Services Hostable Web Core
Legacy Components

Media Featutes

J00ERA000R0®E @

G
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Accessing Installation Files

There are several options for accessing Travelport Smartpoint installation files. Each of these options
requires administrative rights to your computer.

Administrative Rights to Your Computer

To install the Travelport Smartpoint product, you must be signed on with administrative rights to your
computer. Depending on an agency’s computer and network setups, agents may or may not sign on
to their computer with administrator access.

These administrative rights refer to your level of access to files or tasks on your computer (PC) and in
your Microsoft Windows operating system. In this context, administrative rights do NOT refer to your
sign on level to Galileo, Apollo, or Travelport Marketplace.

Please contact your agency’s Travelport Smartpoint Administrator or technical support for assistance.

Please note that this requirement applies specifically to the main Travelport Smartpoint installation.
Plug-ins from Travelport Marketplace or custom plug-in that are not reviewed by Travelport may or
may not require administrative right to download and install.

Options for Downloading and Installing Travelport Smartpoint

Depending on your installation environment, you may access your installation of Travelport
Smartpoint v8.1 files from:

=  The Automatic Updates Options feature in Travelport Smartpoint.
= An automated alert in Travelport Smartpoint.
=  Travelport Marketplace.

= A software push from your local portal or an automatic push from the Travelport ESD
(Electronic Software Distribution) site.

For some of these methods of installation, you may need to perform additional tasks to manually
complete the installation.

See Manually Installing Travelport Smartpoint on page 14 for more information.

Quick Installation Guide Page 8
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Installing Travelport Smartpoint from the Automatic Updates Feature

At any time, you can use the Automatic Updates Options feature confirms your current version and
checks if a new version is available.

To install from Automatic Updates Options:

1. Select Automatic Update Options.

= |n Classic Windows, from the Tools menu, select Automatic Update Options.

TOOLS| HELP

QuickCommands *

Replay Entries
Reference Data Updater
Smartpanel

Calendar

Programmable Keys Editor
Recent PMRs

Seripbwriter Plus Run

Calculatar

= |n Flex Windows, click the Tools > icon to select Automatic Update Options.

ﬁ' QuickCommands E
Replay Entries Alt+Q

S
Reference Data Updater

. Programmable Keys Editor Alt+G
EMD Manager Altr K

a Calendar Crl+M
Scriptwriter Plus Run Alt]

o Caleulator Crrl+K
Trip Quote Copy Alt+Y

The Smartpoint Automatic Update screen is displayed.

Smartpoint Automatic Update

Last checked: 10/24/2016 5:10 AM

Current version of Travelport Smartpoint is:

CHECK NOW

2. Click CHECK NOW to confirm if you are running the latest version of Travelport Smartpoint.

= If an update is available, click UPDATE to approve the update and download the
installation.

Smartpaint Automatic Lli:'d-ﬂ'l &

An update is svailable for Travelport Smartpoint. Do you want to instal
this now?

Current version: 8.0.1.53

Available version: BO.L75

= If the current version is already installed, click OK.

Smartpoint Automatic Update X

o You have the latest version installed.

0Ok

Quick Installation Guide Page 9
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Installing Updates from an Automated Alert
When a new version of Travelport Smartpoint is available, an automated alert is displayed.

To alleviate server loads, these alerts are not displayed simultaneously for all agents. Rather,
Travelport provides the alert for individual computers within 21 days after the new version released.
As a result, individual agents at an agency may receive this alert at different times.

The alert that is displayed depends on whether Travelport Smartpoint detects that the user signed on
to the computer with administrative rights. See Administrative Rights to Your Computer on page 8 for
more information.

Automated Alert with Administrative Rights

If Travelport Smartpoint detects that the current user is signed on to the computer with administrative
rights, an alert to download and install Travelport Smartpoint is displayed.

Smartpoint Automatic Update

An update is available for Travelport Smartpoint. Do you want to imstal

this now?
Current version: 8.0

Available version: B.1

orowrc |1 Netmo !

Click UPDATE to install the new version of Travelport Smartpoint immediately. Or, click Not now to
redisplay the alert at a later time.
Automated Alert without Administrative Rights

If Travelport Smartpoint detects that the current user is not signed on to the computer with
administrative rights, an alert to contact your administrator is displayed.

Smartpoint Automatic Update

An update is available for Travelport Smartpoint. The update requires
administrative rights.

This user, , does not have administrative rights on
this PC.

Please contact your administrator.

Current version: 8.1.1.13

Available version: 8,1,1.14

Depending on your agency’s procedures, you may contact a Travelport Smartpoint Administrator or
technical support personnel. However, this administrator must be able to sign on to the computer with
administrative rights.

Click Close to exit the message.

Note: As of Travelport Smartpoint 8.1, if the user does not have administrative rights, Travelport
Smartpoint is not automatically downloaded when the alert is displayed.
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Installing from Travelport Marketplace

Travelport Smartpoint is available for installation from Travelport Marketplace if your Travelport
Smartpoint Administrator has ordered the update for your agency.

To access Travelport Smartpoint installations from Travelport Marketplace:

1. Go to www.travelportmarketplace.com.

Q

Travelport Marketplace Travelport =&

GroundScope Travelport Smartpoint Ingresso Entertainment

The fast and efficient method of making, Real-time content from over 400 airlines Book theatre, attraction and sightseeing
amending, or cancelling car bookings globally 650,000 unique hotel properties and 36,00C tickets in real time.
car rental locations

ORDER DOWNLOAD LEARN MORE

Travelport Marketplace

2. Click Sign In to enter your ASK Travelport/My Travelport user name and password. If you do
not have ASK Travelport/My Travelport credentials, click Register to request registration
instructions.

ASK Travelport™ Sign In

Username

Passwaord

. Remember Me

SIGN IN CANCEL

Register | Forgot username or password?

Quick Installation Guide Page 11
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3. To locate the Travelport Smartpoint v8.1 installation, either:

Link directly to the installation page at:

https://www.travelportmarketplace.com/Product/Smartpoint-81-Global-Release

8.1 from the list of available options.

Q
Travelport ==

Reededining travel cammeros

Py Agency

Account Sethings

Sign Out

The Travelport Smartpoint v8.1 download page is displayed.

Click your sign in name and select My Solutions. Then, select Travelport Smartpoint

Travelport Marketplace

Contactus

Home Products Developers FAQs

My Account

\'f‘ Travelport Smartpoint v8.k
by Travelport

Travelport =

Redefining trav

CJ Recommend Product
i Travelport Smartpoint 8. now available to support you towards PO
Supporting you toward D55 compliance

PCI DSS compliance [,
License: Enterprise

Keywords: TravelportSmartpaoint, Airlines, Hotels, BrandedFares, Ancillaries

DESCRIPTION SUPPORT

Travelport Smartpoint is the ultimate travel retail technology for today's connected digital age. It puts the world's travel content

rar thar nowuer hattar nafrrmanca and anahleimn tn crasta tha nadfert narcnnalizad

=t unur finmartine and ic nackad with fazt

4,

= |07y
Travelport ==

DOWNLOAD NOW |

Platform
Travelport Smartpaint

Hosts
Travelport Galileo, Travelport
Apolio

Categories
Agent Productivity Toals, Content

Regions Supported

Key Product Features

Travelpor
C| compliant for 01 March
2018 deadline

Smartpoint 7.5 - now

If your Travelport Smartpoint Administrator has ordered the new version of Smartpoint, click

DOWNLOAD NOW to download the Travelport Smartpoint Zip file to your computer. By
default, the files are saved to the Downloads folder on the Windows Desktop.

4 smartpointDeskiop_Release-5

i Compressed (zipped) Folder

2ip Date modified: 1/1/2018 7:38 PM
Size= 79.8 MIB

[ESE]T=c=)
{_)1\:_’)- | & v Dovnlasds » v |4y || Search Do 2
File Edt Wiew Tools Help
Organize = 4 Open = Share with = E-mail Bum New folder =~- @ 8
Mame Type o U:L:l"'.'ﬂ"l:ﬂ Size
{y SmartpointDesktop_Releaze-8. op Compressed (zipp.. 17172003 7:38 PM 81,743 KB

Travelport Smartpoint downloads the installation files with a Zip file.

Quick Installation Guide
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See Manually Installing Travelport Smartpoint page 14 on for information to:
= Extract the installation files from the Zip file.
= Confirm that your installation files are not encrypted.

= Disable User Access Control (UAC) if your machine has UAC enabled or if you do not have
administrative rights to your machine.

Installing from Distributed Updates from ESD or Network Servers

Travelport Smartpoint installation files can be obtained from your local portal or an automatic push
from the Travelport ESD (Electronic Software Distribution) site.

With this distribution, the Installation file may include extraction of the files as part of the installation.

Install PS_<|

Wingip will extract all filez to a temporary folder and run the (]
getup. exe program.

L L Cancel
Mirimize during install

Help
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Manually Installing Travelport Smartpoint

The Travelport Smartpoint installation files are typically distributed as a compressed Zip (.zip) file.
Depending on your method of download, you may need to:

= Extract the setup.exe installation file from the Zip file.

Confirm that your installation file is not encrypted.
Disable User Access Control (UAC) if your machine has UAC enabled.

Extracting the Installation Files
1. Open the Zip file.

ﬁ:’ WinZip - Smartpoint_Release

File Actions  View Jobs  Options  Help
N e s B < FO i e
e'gﬁb.l e e B T TR (0 R H g @ i
| U ! b G | Ve gﬁ e HE
Open Favorites Add Extract il Encrypt Wi Install Wigw Style
Tvpe Modified Size | Ratio | Packed | Path
Install Applic...  07/11f2014 00:39 14,185,... 0% 14,1...
{ Il ........ ! }
Selected O Files, O bytes Total 1 file, 13,853k &0

2. Click the Extract icon or click Extract all files from the menu.
3. Click OK to extract all files in the folder and begin the installation. Follow the Setup Wizard

instructions on page 8.
Unencrypting the Installation Files

Internal Travelport employees may have had their files encrypted. Before you begin the installation,
confirm that your installation files are not encrypted; these folders and files display in green.

GO-T o v 7

File Edit Wiew Tools Help
Hew folder =~ 0 8

Organize = Include in library = Share with = Slide show Burn
- 5 Na Dat dified Typ
4 .1 Favorites 3 ~ Date modifie 3 Size
| SmartpointVl_Release_ T Zip ompressed (Zipp.. 47642 KB

Bl Desktop

| Recent Places

& Dewnloads

Page 14
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To unencrypt folder

S!:

1. Right-click the installation folder and select Properties to display the Properties dialog box.

Smartpointy3. Retease 7.1 Ml zip

1

Type of file
Oipes withi:

Location:
Siza
Size on disk:

Gereral | Sacurty | Detals | Previous Versons |

SmartpointV3_Release_7 W iip

Compressed (npped) Folder (op)
v Windois Bxplover Change....

C-WUsers™d IS Desidop Smartpaint 7. 1
45.5 MB (42, 785250 bytes)
46,5 ME (48, 787456 bybes)

Today, May 30 2016, 25 minutes ago
Friday, May 27, 2016, 10:02-34 FM
Today, May 30 2016, 25 minutes ago

Readarly | Hidden | Advanced...

2. Click the Advanced button to display the Advanced Attributes dialog box.

-
Advanced Attributes

as well

Allow files
properties

[ compress

Choose the settings you want for this folder.

When you dick OK or Apply on the Properties dialog, you wil be
asked if you want the changes to affect all subfolders and files

Archive and Index attributes

Folder is ready for archiving

Compress or Encrypt attributes

[]Encrypt contents to secure data Details

in this folder to have contents indexed in addition to file

contents to save disk space

[ ok || cancel |

3. Clear the Encrypt contents to secure data check box.

4. Click OK.

Quick Installation Guide
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The Confirm Attribute Changes warning is displayed.

- =
Confirm Attribute Changes &J

‘You have chosen to make the following attribute changes:

decrypt
Do you want to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

() Apply changes to this folder only
@ Apply changes to this folder, subfolders and files

[ OK ][ Cancel ]

5. Select Apply changes to this folder, subfolders and files.
6. Click OK.
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Disabling User Access Control

This step may be required if your machine has User Access Control (UAC) enabled.

If one of following issues occurs, you will need to install Travelport Smartpoint manually as an

administrator and/or disable User Access Control.

= While installing Travelport Smartpoint, this error message is displayed: The volume C:\is

currently unavailable. Please select another.

‘_’ﬁ Travelport Smartpoint = =

Relay Quick Commands

Quick Commands will be created for each Relay application that has a ChedkdMark.
Remove the checkmark if you do not wish to create a guick command.

o 5
Ih" 12 Travelport Smartpoint Setup @
Qui
F The volume C:\is currently unavailable. Please select
[¥] clig i ! b another.
Tick
Re
Rul
Est
\
Select Al Clear Al
[ Back ][ Next ] [ Cancel ]

=  While signing on to Galileo Desktop or Travelport Smartpoint fails to connect to the Apollo or

Galileo host system.

A flashing message displays on the status bar in the bottom left corner of Galileo Desktop.
The message indicates that Galileo Desktop is trying to connect to the Apollo or Galileo host

system, but eventually fails.

Error, Host Re-Connect Failed. Press CTRL+R to unlock keyboard.

To disable User Access Control (UAC):
1. Open the Run dialog box by either:

= Pressing the Windows + R keys.

= From the Start menu, selecting Accessories, then
selecting Run.

k5 Windows Fax and Scan
£ Windows Media Center
Windows Media Player
- Windows Update
w# KPS Viewer
| Accessories
\J Calculator
B8 Command Prompt
22 Connect to a Metwork Projector
B Connect to a Projector
~1 Getting Started
) Math Input Panel
ZI Motepad
=21 Paint | 3

m

%% Rernote Desktop Connection
1] Run
(% Snipping Tool
L Sound Recorder
Sticky Motes

@ Sync Center
- Windows Explorer
@ Windows Mobility Center
= WordPad

. Ease of Access

. System Tools

Quick Installation Guide
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The Run dialog box is displayed.
Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: regediﬂ -
@' This task will be created with administrative privileges.
I ’ ] ’ Browse...
2. Inthe Open text box, enter regedit.
3. Click OK to display the Registry Editor.
s ] )
& Registry Editor i (=) ]
File Edit View Favorites Help
4 ), Policies * | Name Type Data &
- mwe:“eshop Ab] (Default) REG_SZ (value not set)
& hpl‘ o #4 ConsentPromptBehaviorAdmin  REG_DWORD 0x00000000 (0)
. Non:’:;m 4] ConsentPromptBehaviorUser  REG_DWORD 0:D0000003 (3)
e Rutiigs | DisableCAD REG_DWORD 0:00000000 (0)
= System o] dontdisplaylastusername REG_DWORD 00000000 (0)
‘:' Handl 6| EnablelnstallerDetection REG_DWORD 000000001 (1)
J. PreviewHandlers 3 "
J. PropertySystem 2 EnableL UA | REG_DWORD 0:00000000 (0)
J. Reliabilty 5| EnableSecureUlAPaths REG_DWORD 000000001 (1)
B RenameFiles 4 EnableUlADesktopToggle REG_DWORD 000000000 0) | F
J. Run | EnableVirtualization REG_DWORD 000000001 (1)
J. RunOnce 4| FilterAdminsstratorToken REG_DWORD 000000000 (0)
). SettingSync 5] HideFastUserSwitching REG_DWORD 000000001 (1)
b Setup Y] legalnoticecaption REG_SZ
4. SharedDLLs 2| | 2% tegainoticetext REG_SZ
J. Shell Edensions “11| 4 PromptOnSecureDesktop REG_DWORD 000000000 (0)
& SheliCompatibility 3| scforceoption REG_DWORD 0xD0000000 (0)
| SheliServiceObjectDelayload 8| shutdownwithoutiogon REG_DWORD 0:00000001 (1)
B 4 undockwithoutlogon REG_DWORD 0:00000001 (1)
|, SideBySide 4| ValidsteAdminCodeSignatures  REG_OWORD 000000000 (0) -
J. SMDEn T | | P ———— P ————————————— | »
| Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ Windows\CurrentVersion\Policies\System

g —

4. Expand the tree on the left pane to browse to the registry field

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System.

8| EnablelnstallerDetection REG_DWORD 000000001 (1)
(7] Enabipsss: — RD 0%00000001 (1)
s Enabl ¥y ORD 000000001 (1)
#4) Enabl Medify Binary Data.. ORD 000000000 (0)
s Enabl Delete ORD 000000001 (1)
a| Filter ORD 000000000 (0)
) Rename

5| Hide ORD 000000001 (1)
ab]|eqalnoticecantion REG 57

5. Right-click on EnableLUA and select Modify.

Quick Installation Guide
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The Edit DWORD (32-bit) Value dialog box is displayed.

g |
Edit DWORD (32-bit) Value [
Value name:
EnableLUA
Value data: Baze
1] @ Hexadecimal
() Decimal
[ ok || Cancel
| %

6. InValue data, enter 0.

7. When prompted, restart your computer to apply the update.

Running the Manual Installation
In the extracted installation folder, run the installation executable.

1. Optional. If you do not have administrator access to your Program Files folder, you may need
to specify setup.exe to be run with administrator access. If you are unsure if you have
administrator access, also run setup exe with administrator access.

Right-click setup.exe and select Run as administrator.

-~

MName Date modified Type
ﬁ' setup.exe CMoMnIc nn aka Bl ki
; 0
"L Smartpointln| _ pen Cre
I &7] n
& version.bat ® Run as administrator B

Troubleshoot compatibility
[&f  Edit with Motepad++

Share with »
2. Double click the setup.exe file. (Ignore the msi file, which is called by the setup file.)

3. Follow the Setup Wizard instructions on page 8.
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Installing Travelport Smartpoint
& You do not need to uninstall your previous version of Travelport Smartpoint. The previous version
is uninstalled during the installation of Travelport Smartpoint v.8.1.

After you open the installation files, the Travelport Smartpoint Setup window is displayed.

[ B Travelport Smartpoint Setup Lo

H Travelport Smartpoint

Travelport Smartpoint requires Microsoft® .NET Framework 4.6.2 or later. If
your system requires an update to .NET Framewaork, you can either:

« Automatically install \NET Framework 4.6.2 as part of the Smartpoint
installation. Select | agree to the license terms and conditions, and then
click Install.

* Update .NET Framework separately before completing the Smartpoint
installation. Click Close to exit the Smartpoint installation.

Versign B |l agree to the license terms and conditions

lnstsll || Close |

Travelport Smartpoint v8.1 includes a software update the Microsoft® .NET Framework to version

4.6.2. If NET Framework 4.6.2 or later was not previously installed on your system, you will need to
update .NET Framework.

1. Choose your .NET Framework installation option. You can either:

= |nstall .NET Framework 4.6.2 as part of the Travelport Smartpoint installation. Select | agree
to the license terms and conditions. Then, click Install.

= Install .NET Framework 4.6.2 or later separately. Click Close to exit the Smartpoint

installation, install .NET Framework from another source, and then resume the Smartpoint
installation.

(P Travelpert Smartpoint Setup L= ] |
ﬂ Travelport Smartpoint

Setup Progress

Processing:  Initializing...

Cancel
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The setup process begins. If Microsoft .NET Framework 4.6.2 is included, this installation is
indicated in the setup progress.

B Travelport Smartpeint Setup —

Setup Progress

F‘rn-:e-s:ing: Microsoft MET Framework 4.6.2

A

A If NET Framework 4.6.2 was not previously installed, the installation may require your
computer to be rebooted several times.

A |f your system is missing a requirement for NET Framework 4.6.2, such as an upgrade to
your operating system, a warning message indicates the missing requirement.

After the Travelport Smartpoint installation determines your system requirements, the Welcome

window of the Travelport Smartpoint Setup Wizard is displayed.

[ Travelport Smartpoint Setup

.

Welcome to the

Travelport Smartpoint
Setup Wizard

Release &

Welcome to Travelport Smartpoint which has a great
new look and feel and many exciting new features! in
order to achieve this, changes were required 1o the

format of several user settings

Once installed, you will need to re-configure settings
such as window positions and background colours

Recent PNR's and Replay Entries lists will also be blank,

The Setup Wizard wall Install Travelport Smartpoint on
your computer. Click Next to continue or Cancel 1o exit
the Setup Wizard

[ Nea ] [ canes |

\

2. Click Next.
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If Travelport Smartpoint or Galileo Desktop is open, a warning message is displayed.

( Travelport Smartpoint o |

Travelport Srmartpoint will be closed in arder to complete this actien and unsaved
changes may be lost.

Do you wish to proceed?

Ve ]

3. If all of your work is saved, click Yes.

The License User Agreement dialog box is displayed.

() Tesvelport Smartpoint Setup e |

End-User License Agreement
Please read the folowing icense agreement carefuly

TRAVELPORT END-USER AGREEMENT -

IMPORTAMNT - READ CAREFULLY: "You,” “your,” and "User” refers to
the person accessing or using this application. Your usa of this
application is subject to the following agreements, listed in order
of precedence: (1) your (a) subscriber or (b) developer agreement
with Travelport or its authorized distributor or affiliate, if any; (2)
the terms and conditions set forth herein (the “End-User
Agreement”); and | 3] any business partner or supplier terms and
conditions that may apply to their content accessible through or as

SRPFR PN TR PR P QU | IR T T P SR R T

| I accept the terms in the License Agresment

Pt | | Bak |[ Mest | [ Canesd |

4. Select | accept the terms in the License Agreement.
5. Click Next.
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If Relay Quick Commands were previously installed on your desktop (via Galileo Desktop), the
following dialog box is displayed.

& Travelport Smartpoint v2.3 and later includes Relay. However, Relay is not installed in

this Smartpoint installation. If Relay was not previously installed via Galileo Desktop,
this dialog box does not display.

.EJ Travelport Smartpoint

— .

Relay Quick Commands

Quidk Commands will be oreated for each Relay applcation that has a CheckMark.
Remave the chedemark if you do not wish to oreate a quide command.,

| Itinerary Caphure

o | Queues

< PR BF

o ChentFile Prafle

o Ticket Exchangs

Fil Recovery

| Rules
' EStatus

| SelectAl | | Cear Al

|.

By default, all Relay Quick Command options are selected. Clear check boxes for any Relay
applications that you do not want to load into Quick Commands.

Click Next to display the Analytics Options dialog box is displayed...

ﬂ Travelport Smartpoint = g'

Analytics Ophions

Enable Travelport to collect data on Travelport Smartpoint usage and performance
to help us improve the product and user experience.

+ Enable Analytics

[ Bak |[ memt | Cancel |
8. By default, usage and performance information is sent to Travelport. If you do not want to send
this information to Travelport, clear Enable Analytics.
9. Click Next.
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The Destination Folder dialog box is displayed.

H Trauelpurl glmrtp-uinlﬂchp

Destination Folder
Click Mext to install to the default folder or dick Change to choose anather.

Inatall Travelport Smartpoint bo:

ifei = !"g"

|C:'|Prc»:ram Files (v85) Travelport\Smartpoint)

Concel |

e

10. Select the location for the Travelport Smartpoint files.

= Click Next to install the Travelport Smartpoint files in the default folder. The usual location is

in the Program Files\Travelport\ folder.

User data is stored in the user\Local Settings\Application Data\Travelport, inc and
user\Local Settings\Application Data\Travelport folder, which is derived and not hard-
coded to C: These locations typically work in Citrix environments.

= Click Change to browse for another location. After the location is selected, click Next to
display the Travelport Smartpoint Installation window.

-
ﬁl Travelport Smartpoint Setup

Ready to install Travelport Smartpoint

nstalaton setbngs. Click Cancel to exit the wizard,

Chck Install to begin the instalation. Oick Back to review or change any of your

| Bak || Instal

o= Eg‘

J Cancel

\

11. Click Install.

A On Windows 7, you may receive a message to confirm the installation. Click Yes to accept

the Travelport Smartpoint installation.
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The Status bar for the installation is displayed.

Note: The installation may take up to 10 minutes, depending on the files installed. If the

installation does fail, the Status bar may continue to pulse but does not move.

ﬂ Travelport Smartpoint Setup

Installing Travelport Smartpont

Please viait while the Setup Wizerd installs Travelport Smartpoint,

Status:

e !‘!"

Installing Travelport-Reviewed Plug-Ins

As part of the Travelport Smartpoint 8.1 installation, the Hotel Retail plug-in is displayed in the
Setup Progress screen. Hotel Retail is a Travelport-reviewed plug-in that is delivered as part of

the main Travelport Smartpoint installation.

An installed Travelport-reviewed plug-in may or may not be activated for an agency and

individual agent.

rﬂ Travelport Smartpaint Setup (=] -
ﬂ Travelport Smartpoint
Setup Progress
prnrﬂ:lng: Haotel Retail Apollo-Galileo 100601479
T ——
| Cancel

.

A

If there is a problem with the installation of the plug-in an error is displayed.
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Bl validating Installation =

Error installing Hotel Retail interface.
Select OK to complete the Travelport Smartpaint installation

0K

Click OK to confirm the error and complete the Travelport Smartpoint installation without
installing the plug-in. After the entire installation is complete, you can continue to use the
main Travelport Smartpoint product while you install or troubleshoot the plug-in separately.

For more information, see Appendix C: Travelport-Reviewed Plug-Ins on page 43.

After the installation is complete, the Completed Setup Wizard window is displayed.

H Travelport Smartpoint Setup = g'

Completed the Travelport Smartpoint
Setup Wizard

Chck the Finish bution to exit the Setup Wizard,

|. A

12. Click Finish to complete the installation of Travelport Smartpoint v8.1.

If an earlier version of Galileo SSL Client is detected in your system, Galileo SSL Client 3.0 is
automatically installed. Galileo SSL Client 3.0 supports Secured Socket Layer (SSL) 3.0 and
Transport Layer Security (TLS) 1.2, which are required for PCI DSS Compliance.

Galileo SSL Client 3.0 is NOT automatically installed if:
= If your system is already running the current 3.0 version of Galileo SSL Client.

As of the Travelport Smartpoint v7.5 release, Galileo SSL Client 3.0 has been available
as a separate installation on Travelport Marketplace at
https://www.travelportmarketplace.com/Product/Galileo-SSL-300-upgrade.

= No versions of Galileo SSL Client are detected on your system.

Agencies that use a customer-managed VPN for connectivity do not require Galileo SSL
Client.
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B Travelport Smartpaint Setup =

u Travelport Smartpoint

Setup Progress
Processing:  Galileo 551 30

i_C.um::IJ

After all installations are complete, the Tests Complete! message box is displayed.

T Tests Complete! [E=gEy—|

lﬂ' Softwane checkcs complete. Travelport workcstation ready for PCI compliance:

(i

13. Optional. Click View Log to see the compliance log or to save the log file.
14. Click OK to exit the message box.

The Am | Ready? Checker is also displayed to confirm that your system updates are PCI DSS
compliant. See Appendix A: Checking Your System Versions on page 33 for more information
about using the checker.

Travelport Agency PC1 DSS 3.2 Readiness Tester - 1//2018 4:30:47 PM (Mountam Standard Tirme) [=]
Operating System: Micresafl Windows 7 Erterpnse
MHET Framewas: Version: 4562
Microsoft Browser Versor;, 1109600, 13860 with TLS 1.2 enabled

irestalied Smadpoint Veesion: 75215
Galleo Deskiop Vemsion: 2603
Galieo S5L Oiert Versior: 30071

Comnectivity Tests
Smartpoint Web Services Passed.
General Web Services Passed
Galileo SSL Target (Legacy) Passad
Galileo S5L Target Passaed
Recheck | [ Come | | virte Rewits C5V File...
Ready.

15. After you are finished with the checker, click Close to exit the checker and complete the
installation.

A success message is displayed.
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u Travelport grn.:lrtp-ninl Setup = =

ﬂ Travelport Smartpoint

Installation Successfully Completed

Close

16. Click Close to exit the Setup Wizard.

17. Run the newly installed software. This step varies on whether your implementation of Travelport
Smartpoint has standalone Smartpoint activated.

& Because the .NET Framework needs to load in the memory, there may be a slight delay each
time that you run Travelport Smartpoint after you restart your computer.

A If a previous version of Travelport Smartpoint was installed, a pop-up warning message may
indicate that a corrupt file exists. Accept the message and launch Smartpoint again.
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If you are NOT activating standalone Smartpoint:
a. Run Galileo Desktop. By default, two windows display at the top of Galileo Desktop: the
PNR Viewer and the main Terminal Emulator screen.

b. When Focalpoint Windows is visible, click the new Travelport ﬂ icon in the toolbar.
A new Desktop shortcut and Galileo Desktop toolbar button are created.

If you are activating standalone Smartpoint:

a. Open Smartpoint by either:

—  Clicking the Smartpoint Batiidisl icon on your Windows Desktop.

— From the Windows Start Menu, clicking All Programs. Select Travelport, then
select Smartpoint.

TechSmith

Travelport
Smartpount
b | Smartpont
Travelport Booking Feed

Worldspan -

1 Back

Jseorh programs ona p

B 2]

b. Sign on to Galileo or Apollo.

c. Inthe Terminal Window, enter #CONFIGPLUGINON. A confirmation message is
displayed.

Note: If you have previously activated standalone Smartpoint, you do not need to re-
enter the #CONFIGPLUGINON command.

d. Confirm that Galileo Desktop is hidden by either:
= Entering #updatesettings to verify that the configuration plug-in is set to “true”.

= Confirming in the Application Settings that the Hide Galileo Desktop check box is
not displayed.

See AN15596 in ASK Travelport (ask.travelport.com) for more information about
standalone Smartpoint.

18. Optional. You can resize and adjust your windows. From the Application menu, select Save
Windows Positions to store your new layout.

19. Optional. You can also change the fonts and other display items, and even add more terminal
windows. From the Application menu, select Application Settings. After you change your
settings, click Save to store your changes.
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Testing the Travelport Smartpoint Installation for
Connectivity

To test your Travelport Smartpoint installation for access to Galileo or Apollo:

1. Sign on to Galileo Desktop or to the Smartpoint Framework.

2. Make sure you are emulated to a valid PCC (Pseudo City Code). Typically, agents are preset
to a particular PCC. To confirm your PCC, type >QCA to display the PCC.

3. Test point-and-click functionality to ensure that the Smartpoint Framework can properly
access its internal database.

a. Type any air availability command such as: ABCNMAD.

b. When air response is displayed, click on the airport codes and to confirm that they
are decoded properly.

& |f Galileo Desktop is uninstalled and then re-installed on your machine, you will also need
to uninstall and re-install Travelport Smartpoint.
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Uninstalling Travelport Smartpoint from Your Desktop

The process for uninstalling Travelport Smartpoint may vary slightly depending on your operating
system. The following instructions apply to Microsoft® Windows 7.

To uninstall Travelport Smartpoint:

)
1. Click the Start icon to open the Windows Start menu.

@ Snagit 11
=

@/ httpi//vhidvkeutdOL tviport.net/...

» Pictures
W Microsoft Visio 2010 4

Music
g Snagit 11 Editor 3

Computer
@l Word 2013 ,

Control Panel
@ PowerPoint 2013 »

Devices and Priwcrs

Documents

MadCap Flare V10 »

Default Programs
MadCap Flare V11 4

Help and Support

<& Galileo Desktop
o Microsoft Visual Studio 2010

& Paint Shop Pro 7 »
¥

N Cisco AnyConnect Secure
Mobility Client

[@\ Windows Media Player »
ﬁ Configuration Viewer

All Programs

2. From the Windows Start menu, select Control Panel to display the Windows Control Panel.
The Control Panel may display icons or categories, depending on your selected Control Panel
view option.

=)

'7-\' 'f-q)\' @ » Control Panel » All Control Panel tems » ~ | €3 il Search Con... P

File Edit View Tools Help

Adjust your computer’s settings Viewby: Large icons ¥

=1 NULICAUUN Ared 1Cons Bl (3£-01Y
o -ﬁ)’ W

Performance Information i -
- &&' Personalization

' and Tools
77 Phone and Modem \@ Power Options
= “
k.j Programs and Features u& Recovery
. | RemoteApp and Desktop
R d L .
9 eglon and Language &9 Connections
C\f) Sound 1{% Speech Recognition |
@ Sync Center @&\f System

Taskbar and Start Menu @ Troubleshooting

3. Click Programs and Features.
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4. If necessary, click Uninstall a program to display the program list.

, — s — —
-

-

=E—)

W
@O-| » Control Panel » Pm-irams » Programs and Features - - —— ~ [ 43 ][ Search Prog... P
. File Edit View Tools Help
Contral Pancl Hog Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
B Turn Windows features on or
=i Organize v  Uninstall  Repair = - @
Install a program from the =
Tk Name Publisher Installed On  Size Version o
B Snagit 11 TechSmith Corporation 7/16/2013 118MB 1110
=) SnapComms Client SnapComms Limited 8/24/2015 572MB 154673
&7 5T Microelectronics 3 Axis Digital Accelerometer Solu... ST Microelectronics 10/24/2013 410.0046
[ suaBnR Samsung Electronics Co., Ltd. 9/24/2014 643MB 110131031
<= Travelport Booking Feed 6.0 Travelport 3/21/2014 105 MB  6.00.0000
| W Travelport Smartpeint Travelport 10/22/2015 108 MB  63.0.24 I
ﬁ'\:’enzoane\es;So re Upgrade Assistant - Samsu..  Samsung Electronics Co,, Ltd, 12/28/2014 380MB 2141002
(€ ViewRight Web PC% Verimatrix, Inc. 3/3/2015 366MB 3500 3
[ visual Studio 2010 Prerequisites - English Microsoft Corporation 9/28/2014 231MB 10040219 =
Travelport Product version: 63.0.24
\E’ Size: 108 MB
5. From the program list, select Travelport Smartpoint.
6. Click Uninstall to display the Modify Setup window.
4 Travelpont Smartpoint Setup = 2 |
u Travelport Smartpoint
Modity Setup
| Repair || Uninstall || Close
7. Click Uninstall.
43 Travelport Smartpoint Setup =rins
ﬂ Travelport Smartpoint
Uninstall Successtully Completed
Close
8. After Travelport Smartpoint is uninstalled, click Close to exit the Setup window.
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Appendix A: Checking Your System Versions

An Am | Ready? Checker tool is available to ensure that your system is compliant with the Payment
Card Industry Data Security Standard (PCl DSS). See Technical Requirements on page 2 for the full
list system requirements for Travelport Smartpoint v8.1 to support PClI DSS Compliance.

The Am | Ready? Checker is available as both a standalone tool and as part of the Smartpoint
installation.

= Before installing Travelport Smartpoint, you can check for compliance, you can download a
standalone version of the checker.

Note: The Am | Ready? Checker may not work on systems that run very early versions of
.NET Framework. You can also manually check your system versions with
instructions that are available in AN16443 in ASK Travelport/My Travelport.

= After installing Travelport Smartpoint and any other installation files, the Am | Ready?
Checker automatically reviews your system and displays the results.

Tip! If your agency also uses Travelport Worldspan, a separate checker and compliance instructions
are available at "Am | Ready" checker for Worldspan (PCI DSS).

See Travelport’s Supporting you towards PCI DSS compliance web site for compliance
deadlines and more information about Travelport’s PCI DSS compliance initiative.
Before You Begin

Before you run the Am | Ready? Checker:

1. Confirm that you are not running Microsoft XP, Mac, or Linux operating systems. The Am |
Ready? Checker cannot run on these systems.

2. Windows 10 only. Confirm that .NET Framework 3.5 and earlier is enabled. To enable.NET
Framework earlier versions of .NET Framework:

a. From the Windows Start menu, open the Control Panel.

Calculator Control Panel
usiness 2016

Bmox S £ 2 % ® A ®

b. Inthe Control Panel, double-click Programs and Features.

c. Double-click Turn Windows Features On i Windows Features - 0 X
or Off. Turn Windows features on or off (2]
. To turn a feature on, select its check box. To turn a feature off, clear its
d- Conﬂrm that -NET Framework 3-5 check box. A filled box means that only part of the feature is turned on.

(includes .NET 2.0 and 3.0) is selected. A
NET Framework 4.7 Advanced Services

Active Directory Lightweight Directory Services
Containers

Data Center Bridging

Device Lockdown

Hyper-V

Internet Explorer 11

Internet Information Services

Internet Information Services Hostable Web Core
Legacy Components

Media Features

J00ER000R0OE@
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Downloading the Standalone Am | Ready? Checker

Before installing Travelport Smartpoint, you can check for compliance, you can download a
standalone version of the checker.

To download the Am | Ready? Checker:

1. Go to Travelport Marketplace at www.travelportmarketplace.com.

2. Signin using your ASK Travelport/My Travelport user name and password. If you do not have
ASK Travelport/My Travelport credentials, click Register to request registration instructions.

3. Download or order the Am | Ready? Checker.

If your agency has ordered the checker:

Click your sign in name and select My Solutions.

. Q
My Agancy —
Travelport ==

Account Seftings

Sign Cut

From the list of solutions, click DOWNLOAD NOW to display the download page.

If your agency has NOT ordered the checker:

The Travelport Marketplace administrator for your agency can go to the "Am | Ready" checker
for Apollo/Galileo (PCI DSS) page and click ORDER NOW.

o

"Am | Ready" checker for Apollo/Galileo

(PCI DSS)

= ter iz FCI DSS compians, sloring Travelport Smartpalnt
Hosts
Travelport Galleo, Travelport Apollo
Category
Custom Development / Consultancy
Reglons Supported
Globat

EIE @

Click AGREE TO TERMS & CONDITIONS to display the download page.
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4. From the download page, click DOWNLOAD NOW.

Purchase Success

Thank you for your interest in “Am | Ready” checker for ApolloGalileo (PCI D55} by Travelport!

e Informacion below will be sene to youw at

ect Download
i sodution you have ordered can be downlaaded now by cicking the downkoad bucton ar kacer fram the \d:.' solutions section in your profile oFf the Droduct page.

Onie the soluthan ks downoaded:

the file ks unbiocked by going to propertes
tallation by chosasing defaul apiions

5. Follow the instructions on the download page for unzipping and running the file.

6. For detailed instructions about the standalone checker, see the Am | Ready? User Guide. Click
the SUPPORT tab on the product page to download the User Guide.

"Am | Ready"” checker for Apollo/Galilea
(PCI D55)
O Recamimend Praduct Flatform

Am | ready ke will verify i your computer is PO DSS compliant, alerting Trarvelport Smartpoint
f upgrades required

Haosis
Traveiport Gallien, Traveiport Apolia

(=1
Custam Develnpment / Consultancy

DESCRIFTIIN m

FREE
Produd Support Page required

Supporting Dotuments

Ami | ready Travelpart POIDSS checker

Emai
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Interpreting the Am | Ready? Checker Results

You can use the Am | Ready? Checker to check the status of your systems for PCI DSS compliance.
The checker is available as a standalone tool and also as part of the Travelport Smartpoint
installation.

Using the Compliance Key
The results are color-coded based on their PCI DSS compliance. Items listed in:

= Green are PCI DSS compliant.
= Red are not PCI DSS compliant.

= Gray are not required for PCI DSS compliance and are listed for information only.

Passing Results

If all items are green, your system is PCI DSS compliant, your update requirements are complete.

Travelport Agency PCI DSS 3.2 Readiness Tester - 2/2/2018 3:23:09 PM (Mountain Standard Time)

Operating System: Micrasoft Windows 10 Enterprise
NET Framewaork Version: 4.7 or later

Microsoft Browser Version: 11.850.15063.0 with TL51.2 enabled
Installed Smartpoint Version:  7.5.1.34

Galileo Desktop Version: 2603

Galileo SSL Client Version: 3.00.71

Connectivity Tests
Smartpoint Web Services Passed.
General Web Services Passed.
Galileo SSL Target (Legacy) Passed.
Galileo SSL Target Passed.
Rechedk | [ Ciose Wiite Resuits CSV Fie...
Ready.

The Tests Complete! message is also displayed

0 Software checks complete. Travelport workstation ready for PCI compliance

ViewlLog... | oK

Click OK to close the warning message and the Close Box = to exit the utility.

Quick Installation Guide Page 36



Travelport Smartpoint 8.1

Travelport

Failing Results

If some items are red, your system is PCI DSS is not compliant.

If any items are not PCI DSS compliant, please upd

ate these items. We always recommend speaking

to your IT Systems administrator before downloading.

One or more tests failed. Please contact your administrator.

If the check fails:

1. Click OK to close the warning message and the Close Box 2! to exit the utility.

2. See the following examples for troubleshooting non-compliant software and connectivity

issues.

After you have completed additional software updates or corrected network issues, run the

Am | Ready? Checker again to confirm that the updates are completed.

You can also run the utility after installing Travelport Smartpoint 7.5 to confirm that.NET
Framework 4.6.2 and Galileo SSL Client 3.0.0 are properly installed.

Example 1: Non-Compliant Software

The top section of the checker shows PCI DSS compliance for software.

Travelport Agency PCI D55 3.2 Readiness Tester - 10/24/2017 3:31:07 PM (Mountain Standard Time)

=]

Cperating System:
MET Framework Version

Microsoft Windows 7 Enterprise

i

Micrasoft Browser Version 11.0.9600. 18816 with TL51.2 enabled

Installed Smadpoint Version  75.1.11
Galileo Desktop Verson

Gallen 550 Client Version

2603

1.0.0.0 - version 3.0.0 of higher is required

Cannectivity Tests

Smartpoint Web Services Passad

General Web Senices Passad

Galilen 351 Target (Lagacy) Passad

Galileo S5 Target Passad
[ Avanced. | | Pecheck | [ Ocse | [ Wete Resubs CSV e |
Ready.

In this example, the SSL version is out of date. See
information.

Compliance Requirements on page 40 for more
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Example 2: Proxy Failure

By default, the Am | Ready? Checker assumes that your system does not connect to the internet
through a proxy server.

If your system uses a proxy server, all connectivity tests fail. You will need to add your proxy server
settings to accurately test for connectivity.

Travelport Agency PCI D55 3.2 Readiness Tester - 2/2/2018 4:10:58 PM (Mountain Standard Time)

Operating System: Microsoft Windows 10 Enterprise
NET Framework Version: 4.7 or later

Microsoft Browser Version: 11.850.15063.0 with TLS1.2 enabled
Installed Smartpoint Version:  7.5.1.34

Galileo Desktop Version: 2603

Galileo SSL Client Version: 3.007

Connectivity Tests

Smartpoint Web Services Failed!
General Web Services Failed!
Galileo SSL Target (Legacy) Failed!
Galileo SSL Target Failed!
Recheck | [ Close Write Results CSV Fie...
Ready.

To apply proxy settings:
1. Click Advanced to display the Advanced Settings screen.

_
% PCI Checker - Advanced Settings o] - e
i

Proxy Settings

@ Don'tuse a proxy (default)
) User Intemet Explorer settings
() Specify seftings:

| 0K || Cancsl

2. Select either:

= User Internet Explorer settings to use the proxy settings that are currently applied to
Internet Explorer on your system.

= Specify settings to enter proxy settings provided by your system administrator or other
technical support.

3. Click OK to close the Advanced Settings screen.

4. Click Recheck to test compliance again.

Quick Installation Guide Page 38



Travelport Smartpoint 8.1 Travelport

Example 3: Other Failed Connectivity Tests

The connectivity tests that display in the utility results ensure that the Galileo and Apollo systems are
available via the network.

In the following example, two connections fail with a 10061 error. Information about other Windows
Socket Error Codes are available on the Microsoft support site at https://msdn.microsoft.com/en-
us/library/windows/desktop/ms740668(v=vs.85).aspx.

Travelport Agency PCI D55 3.2 Readiness Tester - 2/2/2018 410:38 PM (Mountain Standard Time)

Cperating System: Microsoft Windows 10 Enterprise

NET Framework Version: 4.7 orlater

Microsoft Browser Version: 11.850.15063.0 with TL51.2 enabled

Installed Smartpoint Version:  7.5.1.34
Galileo Desktop Version: 2603

Galileo S5L Client Version: 300N

Connectivity Tests

Smartpoint Web Services Failed!
Details: Socket Exception, emor code = 10061

General Web Services Failed!
Details: Socket Exception, emor code = 10061

Galileo SSL Target (Legacy) Passed.
Galileo SSL Target Passed.
Recheck | [ Close Wite Resus CSV Fie...
Ready.

To troubleshoot for connectivity issues:

Use your internet browser to ensure that TLS1.2 has been enabled.

See https://travelport-english.custhelp.com/euf/assets/others/TLS Fix.pdf for more
information on enabling TLS1.2.

If all four connectivity tests fail with error code 10061 or another Microsoft error code,
make the following checks:

Run Travelport Smartpoint to confirm if connectivity to Galileo or Apollo is available.

Travelport Smartpoint may work correctly, even if the checker indicates a connection
failure, especially if it was working for a long time before you made any PCI DSS
compliance updates.

Confirm that your internet connection is working. If you normally access web sites using a
browser, test to see if this access is working.

Your network infrastructure may be blocking access to the targets listed in the tests.

Was Smartpoint working correctly on the same machine before? If so, then it is unlikely to
be your network causing the problem.
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Compliance Requirements

This tool tests your connectivity for Travelport Smartpoint, displays your current software versions,
and confirms PCI DSS compliance for your system. See Technical Requirements on page 2 for a full
list of the requirements.

Operating System The Travelport Smartpoint v8.1 installation will stop if the version of
Microsoft Windows is not supported.

See Technical Requirements on page 2 for a list of operating systems
that are compatible with Travelport Smartpoint v8.1 and .NET
Framework 4.6.2.

See the Travelport Smartpoint v8.1 Technical Installation Guide for
more detailed information about supported and unsupported
operating systems.

NS EEETOI AL Microsoft .NET Framework 4.6.2 or later.

.NET Framework 4.6.2 is included in the Travelport Smartpoint v8.1
installation.

Microsoft Browser Internet Explorer 9 or later with Transport Layer Security (TLS) 1.2
Version enabled.

Internet Explorer 10 or later is recommended.

Installed Smartpoint For agencies that use Travelport Smartpoint, Smartpoint v7.5 or later
Version must be installed to be PCI DSS compliant.

* The Am | Ready? tool checks the default installation path:
\Program Files (x86) \Travelport\Smartpoint\
Travelport.Smartpoint.App.exe

If your Travelport.Smartpoint.App.exe file is not located in this
default location, the checker will be unable to find it.

= If you are not a Travelport Smartpoint user, a message is returned
in gray: Smartpoint Not Found. Recommend installation of version
V7.5 or later.

(CEI MBI N oAYEIESIe s  The current version of Galileo Desktop is 2.60.3.

Although this version is not a requirement for PCI DSS compliance,
Travelport recommends the latest versions of our software as best
practice. This version is always returned in gray for information only.

Galileo SSL Client For agencies that use SSL connectivity, Galileo SSL Client 3.0.0 or
Version later is required to support Secured Socket Layer (SSL) 3.0 and
Transport Layer Security (TLS) 1.2.

= Galileo SSL Client 3.0 is included in the Travelport Smartpoint
v8.1 installation.

= Galileo SSL Client 3.0 is installed only if an earlier version of the
Galileo SSL Client is detected on your system.

= If you use a customer-managed VPN, and do not have the Galileo
SSL Client installed, a message is displayed in gray: Galileo
Client SSL Not Found.
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Connectivity Test The connectivity tests that display in the utility results ensure that the
Galileo and Apollo systems are available via the network. The utility
confirms the TLS settings to ensure that TLS1.2 has been enabled.

Saving Checker Information
To save checker information, you can either:

=  Click Write Results CSV File in the checker window to save the results to a CSV file. This file
can be opened with Microsoft Excel to display the checker data in a table format.

= Click View Log in the Tests Complete! window and save the log file.

7 Tests Complete! L ) ]

'0- Softwane chackes complete. Travedport workcstabion ready for PCI compliance:

(Vemione)
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Appendix B: Extracting the MSI Installer

The MSI installer can be extracted to set up silent installations of Travelport Smartpoint for your
agency. There are two methods to extract the MSI installer.

Please note that these methods extract only the Travelport Smartpoint application, and do not the
support the bundled installation. Therefore, the following functionality is excluded:

= Checking and installing the Microsoft .Net Framework 4.6.2.
= Validating the operating system.

= Checking and installing Galileo SSL Client 3.0.

=  Capturing analytics with the Am | Ready? Checker.

Method 1
To extract the MSI installer:
1. Run setup.exe and install Travelport Smartpoint.
2. In Windows Explorer, enter C:\Windows\Installer.
Note: The Installer folder is hidden. You must enter the address in Windows Explorer.

3. Inthe Installer folder, search for an appropriate MSI file. Because the file name varies for
each installation, search for a file with:

= The .msi file extension (Windows Installer Package).
= Arecent Modified date.
= Afile size of approximately 77 MB.

I 4 = | Installer — O *
Home Share View 9
N » ThisPC » Local Disk (C:) » Windows » Installer v | O Search Installer o
Mame Date modified N Type Size ~
| | SourceHash{934C01D3-329F-43AB-8B20-AA10F0AEL286} File 20KE
ﬁ 2703f974.msi Windows Installer ... 77,144 KB

Method 2

To extract the MSI installer:

1. Download Wix Toolset v3.11 from http://wixtoolset.org/releases/.

2. Inthe Wix Toolset, use Dark.exe to extract the MSI file into a specified folder with the
following command line:

Format: [Bootstrapper Setup file] -x [Output folder]

Usage: "c:\Program Files (x86)\WiX Toolset v3.1ll\bin\dark.exe"
C:\setup\setup.exe -x C:\setup\WixSetup

| ¥ < | AttachedContainer

Share Wiew

» This PC » Local Disk (Ct) » setup » WixSetup » AttachedContainer

S

MName Date modified Type Size
7 Quick access
ﬁ%‘ Travelport Smartpoint App.msi 10/6/2017 12:40 AM Windows Installer ... 52,584 KB
‘ Downloads
Install Files
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Appendix C: Travelport-Reviewed Plug-Ins

Travelport-reviewed plug-ins include apps and other companion software that are created by
Travelport or by third parties. These plug-ins receive software review by Travelport to ensure that they
PCI DSS compliant and compatible with Travelport Smartpoint.

Travelport-reviewed plug-ins:

= Are available from Travelport Marketplace at www.travelportmarketplace.com. Your agency
administrator may also make a plug-in available for download through Travelport Marketplace
updates.

= May also be available through regional Travelport portals.

Beginning with Travelport Smartpoint 8.1, certain Travelport-reviewed plug-ins may also be installed
as part of the Travelport Smartpoint installation.

Installing Travelport-Reviewed Plug-Ins

If a Travelport-reviewed plug-in is automatically included in the Travelport Smartpoint installation, the
Setup Progress screen displays the plug-in as it is installed. For example, the installation of Hotel
Retail is indicated:

[l Teavelport Smartpaint Setup ISR

H Travelport Smartpoint

Setup Progress
Processing:  Hotel Retail Apollce-Galileo 10601479

[ Cancel J

However, if there is a problem with the installation of the plug-in an error is displayed. For example:

P validating Installation E

Error installing Hotel Retail interface,
Select O to complete the Travelport Smartpaint installation

oK

Click OK to confirm the error and complete the Travelport Smartpoint installation without installing the
plug-in. After the entire installation is complete, you can continue to use the main Travelport
Smartpoint product while you install or troubleshoot the plug-in separately.
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Activating Travelport-Reviewed Plug-Ins

While certain Travelport-reviewed plug-ins are included in all installations of Travelport Smartpoint, a
specific plug-in may or may not be activated for a region, agency, or individual agent. If a plug-in is
not activated for a specific installation, the plug-in is not included in the plug-in list and cannot be
accessed by the agent.

Plug-ins are activated in an agency’s or agent’s configuration settings in Travelport Marketplace. After
a plug-in is initially installed, any updates to the plug-in are automatically available via Travelport
Smartpoint.

For questions about availability of a specific plug-in for your agency, please contact your Travelport
representative.

Travelport-Reviewed Plug-Ins Included in the Travelport Smartpoint
Installation

The following plug-ins are automatically included in the Travelport Smartpoint installation.

Travelport Description More Information

Smartpoint

Release

Hotel Retail 8.1 and later Integrates the hotel If activated, the Hotel Retail icon is displayed:

shopping and booking
workflow to provide all s . @
relevant hotel information *  Classic Windows:
in one place.

=  Flex Windows:

Agents can click this icon to toggle between
Standard Hotel shopping and booking and Hotel
Retail.

For more information, see:

=  Hotel Retail in the online User Guide for
instructions.

= AN16156 in ASK Travelport/My Travelport
for more information and an overview
demonstration.
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